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Primary Care Prescription Security Audit
[bookmark: _Toc266958188]The aim of this audit is to ensure the effective secure management of prescription forms within the practice and by practitioners attending patients outside of their practice. It is essential that all staff are vigilant in adhering to procedures that reduce the risk of prescription theft and misuse. This audit should be carried out by the clinical governance lead for the practice. 
	Practice name (and site where practice has more than one site):
	

	Completion date:
	

	Completed by (name and role):
	



INSTRUCTIONS
For each YES answer, score 1. For each NO answer, score 0. Calculate percentage adherence to the standards listed. For each table: 	
	> 90% achieved 
	 LOW RISK   
	Current system working well. Very minor changes required

	70%- 90% 
	MEDIUM RISK
	Standards broadly achieved but some sections need to be reviewed

	< 70% 
	HIGH RISK 
	Standards not addressed, need for complete review


Where the practice appears as medium or high risk for any individual area, please complete an action plan – a template can be found at the end of this document. 

ASSOCIATED DOCUMENTS/REFERENCES
	
	Title
	Link (click to open)

	1
	NHS Dorset  guidance on prescribing permissions 
(on smartcards)
	


	2
	NHS Dorset guidance on prescriber codes 
	





	1. Policies and procedures 

	Criteria 
	Yes/No
	Score
	Comments / Evidence

	Does the practice have a written protocol for the security of paper prescription forms?   
	
	
	

	Is the protocol or procedure signed up to by all staff?         
	
	
	

	Are there a nominated person(s) appointed to take responsibility for prescription security procedures? 
	
	
	

	Does regular training on prescription security procedures occur with all staff members (at least annually)? 
	
	
	

	Are auditable registers/records kept concerning the ordering, receipt and use of prescription forms in the practice?  
	
	
	

	Do the register/records of paper prescription forms include details of the following:

	· Date, method and name of person placing the order? 
	
	
	

	· Number of prescriptions ordered? 
	
	
	

	· Quantity/Serial numbers of prescriptions received?   
	
	
	

	· Person who received and stored? 
	
	
	

	· Name of practitioner on the prescription  
	
	
	

	· Date and quantity/serial numbers issued for use?  
	
	
	

	· Person who removed from store? 
	
	
	

	· Practitioner they will be used by?   
	
	
	

	· Are there separate sections for each type of prescription form?
	
	
	

	TOTAL SCORE
	
	/14
	

	PERCENTAGE YES
	
	%
	






	2. 
Ordering 

	Criteria 
	Yes/No
	Score
	Comments / Evidence

	When ordering new paper prescription forms are the following records kept:

	· The name of the person who places the order?    
	
	
	

	· The date of the order?           
	
	
	

	· The type and number of prescriptions ordered?                                             
	
	
	

	· The name of the practitioner whose prescription pad was ordered?           
	
	
	

	Are deliveries signed for by a nominated trained member(s) of practice staff?  
	
	
	

	Are deliveries checked carefully to ensure they match the original order(s)?                   
	
	
	

	Does the practice have a process for dealing with discrepancies with deliveries? 
	
	
	

	TOTAL SCORE
	
	/7
	

	PERCENTAGE YES
	
	%
	



	3. Storage and security

	Criteria 
	Yes/No
	Score
	Comments / Evidence

	Are unused stock prescription forms (and tokens where applicable) kept in a secure locked area to which access is kept to a minimum number of nominated trained staff? 
	
	
	

	Are the keys to the secure area held by nominated person(s)?  
	
	
	

	Are prescription forms in consultation rooms secured when the rooms are not in use? 
	
	
	

	TOTAL SCORE
	
	3
	

	PERCENTAGE YES
	
	%
	



	4. Repeat prescriptions and prescription collection

	Criteria 
	Yes/No
	Score
	Comments/ Examples 
Evidence

	Does the practice have a prescription collection policy? e.g. checking of persons collecting prescriptions, particularly prescriptions for controlled drugs 
	
	
	

	Does the practice record prescriptions collected by another healthcare professional on behalf of patient?      
	
	
	

	Are signed forms stored where they cannot be accessed by the public? 
	
	
	

	Are signed repeat prescription forms removed from the counter to a secure location if practice staff leave the reception counter?
	
	
	

	Are uncollected repeat prescriptions locked away securely at the end of each day? 
	
	
	

	Where prescriptions are collected by a third party on behalf of a pharmacy, does the practice place a tamper-evident seal on the envelope?        
	
	
	

	TOTAL SCORE
	
	/6
	

	PERCENTAGE YES
	
	%
	



	5. Mobile workers

	Criteria 
	Yes/No
	Score
	Comments / Evidence

	Are prescriptions taken off site by mobile workers? If yes, does the practice have a procedure for ensuring this is done safely? e.g. are risk assessments carried out? 
	
	
	

	Are adequate records kept of prescriptions taken off site? 
	
	
	

	Are prescription forms ever left unattended in a car? e.g. by practitioners doing home visits or overnight
	
	
	

	TOTAL SCORE
	
	/3
	

	PERCENTAGE YES
	
	%
	



	6. Prescribing permissions and codes

	Criteria 
	Yes/No
	Score
	Comments / Evidence

	Are non-prescribing staff such as receptionists and administrators given independent prescribing permissions via their smartcard, that allows them to initiate new prescriptions and add new drugs to a patient record? 
NB: If yes, this is high risk and specific advice has previously been issued on this topic. See reference 1 at the top of this document.  
	
	
	

	Do Health Visitors and District Nurses (or other staff employed by other NHS organisations) have access to the practice clinical system prescribing permissions? 
NB: Staff employed by other organisations should not generate prescriptions in the practice (unless working as part of an integrated service). They should have access to their own supply of prescription forms, bearing their organisations code (e.g. Dorset HealthCare is ‘RDY’)
	
	
	

	Do trainee, locum, and bank GP prescribers print prescriptions bearing their own name and prescriber code? 
NB: unless the staff member has been added to the NHS BSA database, they should use the senior partner details.
Contact medicine.question@nhsdorset.nhs.uk if advice is needed about prescriber codes. 
	
	
	

	Do trainee, locum, and bank nurse prescribers print prescriptions bearing their own name and prescriber code? 
NB: Locum/bank non-medical prescribers should ideally not generate prescriptions bearing their own details. If the staff member is going to be long term, contact medicine.question@nhsdorset.nhs.uk to add them to the NHS BSA database.
	
	
	

	When permanent staff members with prescribing permissions leave employment with the practice, are their details removed from the clinical system, to ensure no future prescriptions can be generated bearing their name/code? 
NB: failing to remove details of a prescriber who has left has governance implications but can also result in financial inaccuracies from items being wrongly charged to the practice.
	
	
	

	TOTAL SCORE
	
	/5
	

	PERCENTAGE YES
	
	%
	



	7. Missing/stolen prescriptions and alteration of prescriptions

	Criteria 
	Yes/No
	Score
	Comments / Evidence

	Does the practice have a procedure for dealing with missing or stolen prescriptions?                                             
	
	
	

	Does the practice have the clinical system configured to ensure the blank section of the prescription form is printed over to prevent fraudulent additions of medication?
	
	
	

	TOTAL SCORE
	
	/2
	

	PERCENTAGE YES
	
	%
	



	8. Destruction/disposal of unwanted prescriptions

	Criteria 
	Yes/No
	Score
	Comments / Evidence

	Is a procedure in place to ensure that uncollected prescriptions are destroyed promptly, usually a month after issue, and a record made in the patient’s notes?      
	
	
	

	[bookmark: _Toc266958243][bookmark: _Toc284333158]Does the practice have a procedure for dealing with disposing of obsolete prescription forms? e.g. handheld pads for prescribers who have left , or out of date forms                              
	
	
	

	Does the practice keep records of destroyed prescriptions?
NB: destruction of prescriptions should be witnessed and records kept of the destruction (in line with local/national retention guidance). 
	
	
	

	TOTAL SCORE
	
	/3
	

	PERCENTAGE YES
	
	%
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SUMMARY TABLE AND ACTION PLAN 

	Area
	Score
	Percentage
	Actions required
	To be completed by (date and person responsible)

	1. Policies and procedures
	
	
	
	

	2. Ordering
	
	
	
	

	3. Storage and security
	
	
	
	

	4. Repeat prescriptions and prescription collection
	
	
	
	

	5. Mobile workers
	
	
	
	

	6. Prescribing permissions and codes
	
	
	
	

	7. Missing/stolen prescriptions and alteration of prescriptions
	
	
	
	

	8. Destruction/disposal of unwanted prescriptions
	
	
	
	

	Completion date:
	

	Completed by (name and role):
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Background

Dorset ICB (and predecessor organisations) has previously recommended that independent prescriber access via smartcards is removed for anyone except qualified prescribers, because in situations where it is not removed, individuals without prescribing qualifications (such as administrators and other practice staff) can initiate new prescriptions and add new drugs to a patient record. This can result in the NHS BSA sending prescriptions to the ICB to query the name of a member of administrative staff printed where the prescribers name should be. It also poses an unacceptable security risk that could leave the practice clinical system open to abuse/misuse.

Each practice will need to carry out risk assessments and assure themselves of the safety and monitoring of prescription generation is in line with ICB, CQC and NHS Protect prescription security policy as well as best practice in electronic prescription generation.

Case study

NHS England & NHS Improvement are currently stakeholders in a fraud investigation into the activity of a practice manager who registered themselves with their practice as a temporary resident, and then used a locum GP’s log-in to the practice clinical system to issue controlled drugs prescriptions for themselves.

Some of these prescriptions were printed on paper FP10 forms and signed by the practice manager themselves. Others were sent via EPS using the locum’s smartcard. The individual concerned was able to abuse their position of trust in this way in a number of GP practices for some time before the behaviour was detected. Please ensure your practice has safeguards in place to prevent members of staff from doing this in their own practice, and that you also have safeguards in place to detect it if it did occur.

Recommended actions

The recommended option is for practices to instruct the ICB smartcard support team via smartcard.support@nhsdorset.nhs.uk  to switch off independent prescriber access to all persons except qualified prescribers (doctors or non-medical prescribers) which would immediately remove this risk.  

However, we have tested this scenario and found that in some practices this would have a major impact on the way of working, such that the practice may not be able to cope with the workload changes.  In these circumstances the practice should risk assess both the impact of removing the “independent prescriber” permission from the affected staff members’ smartcard and the risk of granting the permission. 

Appendix 1 contains a template risk assessment form covering considerations that will need to be reviewed as part of the risk assessment process in relation to smartcard permissions for non-prescribing individuals.

If practices do decide to grant the permission to key members of practice staff then these decisions should be justified and reasons recorded for audit purposes.  Practices should contact the ICB smartcard support team to notify them of the decisions made so that smartcards can be updated accordingly.  The practice should also ensure that there is appropriate supervision and monitoring where non-prescribers have prescriber permissions. The decision to act outside recommendations will be for the practice partners to make, and they will retain responsibility for such decisions. 




Reducing the potential for misuse of the practice clinical system 

· Remind all staff of the support available to them if they are in difficulty, for example struggling with problems such as addiction

· Always refer members of staff who ask for prescriptions to their own GP

· Periodically check that no members of the practice’s own staff are registered with the practice without the knowledge of the partners

· If members of the practice’s own staff are intentionally registered with the practice, periodically check who prints the prescriptions, who signs them, and that the prescribing gives no cause for concern

· Regularly review clinical system user accounts and disable accounts that are no longer required. Remove any inappropriate permissions to generate prescriptions

· Disable locum log-ons that are not being used, and lock away locum smartcards

· Set up smartcards for new members of staff as a priority to minimise the use of locum smartcards

· Identify unusual activity such as staff logging in to the system out of hours to issue prescriptions

· Insist on appropriate references when employing new members of staff; when employing senior staff who have been employed by medical practices before, references should be obtained from GP partners of previous practices.

· If you are a dispensing practice, regularly audit and reconcile stocks - not only of schedule 2 controlled drugs but of all controlled drugs – weak opioids such as codeine, benzodiazepines, and morphine sulfate oral solution are widely misused and diverted. Do the amounts you are obtaining from suppliers correspond with what is being supplied to patients?

Additional information about prescriber registrations and generating prescriptions

· Please note that only qualified prescribers who are currently on the practice prescribers list, held by NHS BSA, should be printing prescriptions in their own name.  Generally this would be GP partners, salaried GPs and practice or PCN employed non-medical prescribers (NMPs – nurses, pharmacists, physiotherapists, and paramedics for example).  In West Dorset this may also include a Diabetes Nurse Specialist prescriber. 

· Practice employed nurse practitioners initiating prescriptions for GPs to sign, should be made aware of the NMC guidance in relation to medicines management, and professional responsibilities. If they frequently undertake this practice, they should be considered for non-medical prescribing training. 

· If new arrangements are being made with Dorset HealthCare to support integrated nursing teams it is essential that the ICB medicines team are informed so that the NHS BSA database can be updated otherwise prescriptions will be returned to the ICB and financial errors created, resulting in end of year recharges. 

Contact details

· If you have any concerns about a member of your staff in relation the information in this document, please e-mail england.southwestcontrolleddrugs@nhs.net. 

· If you have any questions about smart card permissions please contact the smart card help desk via smartcard.support@nhsdorset.nhs.uk 

· If you have any questions about registering GPs and non-medical prescribers with the NHS BSA then email medicine.question@nhsdoret.nhs.uk. 
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[bookmark: app1]Appendix 1: Risk Assessment for removing independent prescriber rights from smartcards

		Date of completion

		

		Completion by

		







		Staff Member

		Consequences if independent prescribing permission was removed

		Practice risk assessment

		Decision to grant permission or remove



		Receptionists and front desk staff

		

		

		



		Practice employed administrative staff involved in repeat prescription processes

		

		

		



		Practice employed administrative staff adding new medicines to records, e.g. following hospital discharge

		

		

		



		Practice employed administration staff with no involvement in medication records

		

		

		



		Practice employed nurse practitioners  initiating prescriptions for GPs to sign

		

		







		



		Practice Manager 

		

		

		



		Dorset healthcare employed District Nurses initiating prescriptions for GPs to sign 

		

		

		



		Dorset Healthcare employed District Nurse Team – healthcare assistants NOT RECOMMENDED

		

		

		



		Other

		

		

		







First published February 2017, updated February 2020, and August 2022									2

image1.png

Dorset







image3.emf
Guidance%20on%20u se%20of%20prescriber%20codes%20in%20primary%20care%20November23%20v3.docx


Guidance%20on%20use%20of%20prescriber%20codes%20in%20primary%20care%20November23%20v3.docx
[image: Logo

Description automatically generated]

Guidance on use of prescriber codes in primary care



Organisations involved in issuing prescriber codes

NHS Digital

If a doctor chooses to enter general practice in England a 6-digit number is allocated by NHS Digital. This number is referred to as the Doctor Index Number or DIN.

[bookmark: _Toc113357102]Performers Lists for England

Any GP offering primary care in an NHS setting is required to be registered on the Performers List for England. The performers lists are operated by NHS England. 

All Performers List processes are managed through Primary Care Support England (PCSE). 

[bookmark: _Toc113357103]Primary Care Support England – PCSE 

Primary Care Support England (PCSE) is delivered by Capita on behalf of NHS England and NHS Improvement, to deliver digital, logistical and support services to primary care organisations providing NHS services in England. With respect to prescribing codes, PCSE routinely notifies the NHS Business Service Authority of changes to medical prescribers, in line with changes that prescribers make in their online PCSE account.

[bookmark: _Toc113357104]NHS Business Services Authority (NHSBSA) Prescription Services

The NHSBSA maintains a database of all medical and non-medical prescribers in England, and which practice(s) and cost centre(s) they are linked to. The NHSBSA database of medical prescribers is kept up to date by PCSE in keeping with changes that medical (GP) prescribers make in their online PCSE account. Changes to non-medical prescribers listed within the NHSBSA database are handled by the ICB at present (i.e., the Medicines Team). 

[bookmark: _Toc113357105]Dorset Medicines Team 

The Medicines Team falls under the Dorset sub-ICB location (SICBL) of 11J. The team looks after any amendments to the NHS BSA database for non-medical prescribers working in or on behalf of GP practices and notifies the NHSBSA as necessary. 

If you need to tell the Medicines Team about any changes to non-medical prescribers in your practice or PCN, please use the ‘NMP change of circumstances form’ and email it to medicine.question@nhsdorset.nhs.uk. A link to the form can be found in the ‘useful references’ section of this document.

Refer to appendix 1 for an illustration of links between the above organisations and process for issue/confirmation of prescribing codes for medical and non-medical prescribers. 




Prescriber codes

[bookmark: _Toc113357111]Medical prescribers

A doctor’s 6-digit doctor index number (DIN) is as the prescriber code printed on an FP10 paper prescriptions and as the prescriber code in the ‘Responsible party-AgentPerson.Person.id field’ in an EPS Release 2 prescription.

Please note that the DIN is not the same as the General Medical Practitioner PPD code, also used by NHSBSA Prescription Services (sometimes called the ‘G-code’), which is the DIN prefixed with a G and with add a check digit at the end. This 8-character GMP PPD code must never be used as a prescriber code printed on an FP10 or in an EPS Release 2 prescription.

[bookmark: _Toc113357112]Non-medical prescribers

Non-medical prescribers usually use their professional registration number as their prescriber code. In an EPS Release 2 prescription their professional registration number/code should be used as the ‘Responsible party’ field and the practice/cost centre code as the ‘organization’ field.

[bookmark: _Toc113357113]Types of prescriber code

The table below sets out each type of primary care prescriber, and the prescriber code they can use in SystmOne. 

		Type of prescriber

		Prescriber code that can be entered in SystmOne

		Format of code



		Salaried GPs

Partner GPs

GP retainers

		Doctor Index Number (DIN) or spurious code1

		NNNNNN



		GP registrars

		Doctor Index Number (DIN)

		NNNNNN2



		Locum GPs

		Doctor Index Number (DIN)

		NNNNNN3



		Foundation Year 1 (FY1) GPs

Foundation Year 1 (FY1) GPs

		Doctor Index Number (DIN)

		NNNNNN4



		Specialty Trainee Year 1 (ST1) GPs

Specialty Trainee Year 1 (ST1) GPs

		Doctor Index Number (DIN)

		NNNNNN4



		Nurse Independent Prescribers

		Nursing and Midwifery Council (NMC) registration number

		NNANNNNA



		Locum Nurse Independent Prescribers

		Nursing and Midwifery Council (NMC) registration number

		NNANNNNA5



		Community Practitioner Prescribers

		Nursing and Midwifery Council (NMC) registration number

		NNANNNNA



		Clinical Pharmacist Prescribers

		GPhC registration number

		NNNNNNN



		Physiotherapist Prescribers

		HCPC registration number

		PHNNNNNN6



		Paramedic Prescribers

		HCPC registration number

		PANNNNNN6



		Podiatrist Prescribers

		HCPC registration number

		CHNNNNNN6



		Dietician Prescribers 

		HCPC registration number

		DTNNNNNN6



		Radiographer Prescribers

		HCPC registration number

		RANNNNNN6



		Optometrist prescriber

		HCPC registration number

		NN-NNNNN7





1 - see section below on spurious codes 

2 – GP registrars should use the doctor index number of their trainer, or another qualified doctor in the practice.

3 - Locum doctors should ideally use the doctor index number of the doctor for whom they are providing locum services (unless there are no GPs left in the practice/cost centre). They could also use the doctor index number of a senior partner GP. 

4 – Trainee doctors should use the doctor index number of their trainer, or another qualified GP in the practice.

5 – Locum nurse independent prescribers should ideally use the prescribing code of the nurse for whom they are providing locum services. They could also use the prescribing code (NMC number) of another nurse independent prescriber in the practice. They should not use the doctor index number of a GP in the practice.

6 - NHS Prescription Services systems require these prescriber codes to be 8 characters long. On SystmOne Additional zeroes (0) should be inserted immediately following the first 2 alpha characters to extend the code to 8 characters as necessary.

7 - Optometrist prescriber codes may be 7 or 8 characters long.

Accessing PCSE (for medical prescribers)

· New performers (i.e., GPs from home nations or overseas) need to register for a Primary Care Support England (PCSE) account. A valid email address and GMC number is needed to complete this process, as well as several mandatory documents to be uploaded for ID/evidence purposes. Register with PCSE via this link. Supplementary guidance is also available to guide the application process. 

· GP registrars can tell PCSE about completed training and request to change Performer Type from GP Registrar to GP performer by logging into PCSE Online, and Select Performer Type on the PCSE Online Performer Home Page in the left-hand menu. Evidence of completed training, and evidence of indemnity or insurance to cover the role must be uploaded. Refer to the PCSE website for more information

· Existing GP performers (already on the Performers List for England) can simply log in to PCSE Online, choose Performers List and update any personal details including name, role, and employment details. Supplementary guidance is available to assist prescribers in this process. 

Process of amending the Performers list

Performer list changes are now made through PCSE Online, replacing the previous requirement to complete paper copies of the NPL2 and NPL3 forms. 

It is the individual GP’s responsibility to keep their PCSE profile (and therefore the performer’s list) up to date, with as much notice as possible (but with at least 4 weeks’ notice as a minimum). This allows PCSE time to make changes to the Performers list and to notify the NHSBSA of changes required to the organisational database that links prescribers to practices.

It is the responsibility of the Practice Manager (or delegate at the practice with ‘PL Practice Manager’ access to PCSE) to approve changes made by individual GPs.

Once changes have been approved, PCSE will inform the individual GP in writing (by letter or by email) that the Performer’s list has been updated, and will provide the pieces of information shown in the following table:

		Information

		Comments



		Role

		GP’s role in the practice, e.g., Salaried GP, Partner



		Practice

		Dorset GP practice name 



		Prescribing number (if applicable)

		Numeric 6-digit code – NNNNNN

Code will begin with a number 6 if it is a spurious code



		National Code (if applicable)

		(Known as G referral code) 

Alphanumeric code starting with G - GNNNNNNNN



		NHS Local Office

		This will be South West Commissioning Region for Dorset Practices 





[bookmark: _Toc113357110]

		Note that until such information has been received by the individual GP, they will not have been linked to your practice electronically for prescribing purposes. 

Even if their doctor index number is known, the GP should use the doctor index number of another prescriber in the practice to generate prescriptions until PCSE confirm the above details in writing. This is to prevent incorrectly attributed prescribing costs. 







Other information

Spurious codes

Spurious GP codes are a 6-digit number that always starts with a 6. They are used for a variety of reasons, including: 

· As an additional prescribing code for a GP working in more than one practice/cost centre (in order to monitor prescribing in each practice/cost centre). 

· A locum doctor working in a practice where the GP has resigned (normally single-handed practices). 

· Special exercises, commissioned projects or initiatives running in the ICB and funded from the ICB prescribing budget, e.g., dermatology centres, hospices, where prescribing data is not required at individual prescriber level. 

NB: Unlike doctors, non-medical prescribers can be added to more than one practice using their prescriber code. They do not need a separate spurious code for multiple practices. Non-medical Prescribers cannot be allocated with a spurious code as they are intended for GP prescribing only. 

Local codes

Local codes are alphanumeric codes used by GP practices to manage patient lists. As of November 2023, PCSE have advised that they no longer allocate Local GP codes to salaried GPs. GP practices now have the facility to create GP codes for their salaried GPs through their own clinical system. These can be created using a maximum of 6 characters, which can be a mix of letters and/or numbers, for example: A1234B. Each code has to be unique to other GPs at the practice.

[bookmark: _Toc113357115]Smartcards

Each staff member’s profile needs to be checked and updated if necessary to ensure that the correct role-based access control (RBAC) role has been added to their smartcard. Contact the smartcard team if necessary: Smartcard.Support@nhsdorset.nhs.uk.

Pooled list codes

A pooled list code is a 6-digit code beginning with a 7 and is issued to a GP practice for the purpose of holding the practice’s patient list against one central code. This code is not a prescriber code and should never appear on prescription

[bookmark: _Toc113357116]Configure prescribing codes for individual prescribers in SystmOne (medical & non-medical prescribers)

In SystmOne, click on the ‘setup’ menu, then ‘Users & Policy’, and then ‘Staff & organisation Setup’:
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In the list of staff that appears, right click on the required staff member and select Amend Staff. On the Global Settings tab ensure that the professional registration number (e.g., GMC, NMC, GPhC, etc.) is entered, and that the GP option button is selected for all doctors:

[image: Graphical user interface, application
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Next select the Local Settings tab, and ensure that:

· A PPA ID is entered for all GPs, including salaried, (this is usually their Doctor Index Number but may be a spurious code from SBS if the GP is salaried at more than one practice).

· Using PPA ID is entered for all Locum GPs and Registrars – this will prompt you to choose the Doctor Index Number of another GP in the practice. It is usual practice to use the senior partner.

· No PPA ID is entered in either box for non-GP Prescribers employed by the practice

Click Ok
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Taking the above steps will ensure that the correct details are printed on prescriptions generated by both GP and non-medical prescribers. 

[bookmark: _Toc113357117]Please note the above steps should be completed for each individual prescriber at the practice. 

[bookmark: _Toc113357118]

Useful contacts

		Organisation

		Contact details



		PCSE

		Online enquiries form 

Customer Support Centre on 0333 014 2884.



		NHSBSA Prescription Services

		nhsbsa.prescriptionservices@nhsbsa.nhs.uk

Telephone: 0300 330 1349



		Dorset ICB Medicines Team

		Medicine.question@nhsdorset.nhs.uk 



		Dorset Smartcard Team

		Smartcard.Support@nhsdorset.nhs.uk 





[bookmark: _Toc113357119]

Useful references 

		Reference

		Link

		Comments



		NHSBSA Prescription overprint specifications

		Prescription form overprint specifications | NHSBSA

		Document setting out how printed prescriptions should be laid out. This increases accuracy of prescriptions when processed by the NHSBSA. 

These specifications may change in 2022 due to changes to the NHS structure (implementation of Integrated Care Boards)



		Performers List for England

		Search - Performers List for England

		Allows you to search for general practitioners (GPs), general dental practitioners (GDPs) and optometrists who are included in the Performers List in England.



		Dorset Guidance on risk assessing smartcard permissions 

		



		Guidance on reducing risks of misuse of prescriber permissions on smartcards (double click icon to open)



		SystmOne guidance for setting up EPS release 2

		



		Guidance on organisation and user settings for all staff to enable all prescribers (including locums, salaried GPs and registrars) to send acute and repeat prescriptions electronically.



		NMP change of circumstances form

		



		Form to be completed and sent to the ICB Medicines Team to register a GP practice based non-medical prescriber (includes NMPs working in integrated services)










[bookmark: app1]APPENDIX ONE: ORGANISATIONS INVOLVED IN PRESCRIBING CODES 

Primary Care Support England (PCSE)

Individual GP prescriber

Practice manager

1

2

3

6

4

1

3

5

NHS BSA Prescription Services

Dorset ICB Medicines Team

2

















































		For medical (GP) prescribers (red dots)

		For non-medical prescribers (yellow dots)



		1. Prescriber updates profile on PCSE portal

2. Changes await approval by practice manager(s)

3. Practice manager(s) approve changes

4. PCSE updates the NHSBSA database

5. NHSBSA updates their database and notifies PCSE

6. PCSE notifies practice(s) of code(s) for use

		1. Practice manager forwards NMP change of circumstance form to the Medicines Team at the ICB

2. The Medicines Team notify the NHSBSA, who update their database

3. The Medicines Team contact the practice manager to advise the NHSBSA database has been updated and the NMP can generate scripts bearing their name and prescriber code  







[bookmark: _Toc113357121]APPENDIX TWO: CASE STUDIES/EXAMPLES

[bookmark: _Toc113357122]Locum GPs

If a practice employs a locum GP prescriber, they should use the doctor index number (prescribing code) of the doctor for whom they are providing locum services. Alternatively, they could also use the doctor index number of a senior partner GP. Refer to section in this document on configuring prescriber codes. 

Locum NMPs

Locum nurses should not use the prescribing code of a GP in the practice.

[bookmark: _Toc113357123]NMPs employed by organisations other than the practice or the PCN

Non-medical prescribers that are employed by an organisation other than the practice or PCN (e.g., as part of an integrated service) can be linked to a GP practice or practice(s) for prescribing purposes but in this case it must be established that appropriate indemnity and governance arrangements are in place to cover prescribing as part of their role. Where a non-medical prescriber is working as part of an integrated service and based in/prescribing on behalf in a GP practice, the NMP lead at their employing organisation will need to sign their ‘change of circumstance’ form to confirm that appropriate arrangements are in place.

[bookmark: _Toc113357124]GPs on long term leave

If, for whatever reason a GP is on long term leave, please update your settings in SystmOne so that prescriptions are not generated bearing their name and doctor index number whilst they are absent. This requires a simple check/amendment in SystmOne, as per the ‘local settings’ instructions earlier in the document, to ensure that none of the prescribers in the practice have their PPA ID on SystmOne set to use the absent GP’s details. 

[bookmark: _Toc113357125]GPs leaving after issuing batches of repeat dispensing prescriptions

If a GP or NMP has issued electronic batch (repeat dispensing) prescriptions and ceases working with a GP practice before those batches are dispensed by a pharmacy, the remaining prescriptions in the batches should be cancelled and re-issued. The reason for this is that if the prescriber goes to work at another practice, and their doctor index number (prescriber code) is linked to the new practice, when the batch prescriptions issued in the ‘old’ practice are dispensed, the cost of those prescriptions may be attributed to the ‘new’ practice – necessitating a recharge of prescribing costs, particularly if the ‘new’ practice is in a different Integrated Care Board/area. Read more within the ‘Cancelling prescriptions’ section of the EPS dispensing webpage, and the AHSN handbook on eRD.
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PRESCRIBING PERMISSIONS — REDUCING RISKS m

Background DOI‘S Et

Dorset ICB (and predecessor organisations) has previously recommended that independent prescriber access
via smartcards is removed for anyone except qualified prescribers, because in situations where it is not
removed, individuals without prescribing qualifications (such as administrators and other practice staff) can
initiate new prescriptions and add new drugs to a patient record. This can result in the NHS BSA sending
prescriptions to the ICB to query the name of a member of administrative staff printed where the prescribers
name should be. It also poses an unacceptable security risk that could leave the practice clinical system open
to abuse/misuse.

Each practice will need to carry out risk assessments and assure themselves of the safety and monitoring of
prescription generation is in line with ICB, CQC and NHS Protect prescription security policy as well as best
practice in electronic prescription generation.

Case study

NHS England & NHS Improvement are currently stakeholders in a fraud investigation into the activity of a
practice manager who registered themselves with their practice as a temporary resident, and then used a
locum GP’s log-in to the practice clinical system to issue controlled drugs prescriptions for themselves.

Some of these prescriptions were printed on paper FP10 forms and signed by the practice manager
themselves. Others were sent via EPS using the locum’s smartcard. The individual concerned was able to
abuse their position of trust in this way in a number of GP practices for some time before the behaviour was
detected. Please ensure your practice has safeguards in place to prevent members of staff from doing this in
their own practice, and that you also have safeguards in place to detect it if it did occur.

Recommended actions
The recommended option is for practices to instruct the ICB smartcard support team via

smartcard.support@nhsdorset.nhs.uk to switch off independent prescriber access to all persons except
qualified prescribers (doctors or non-medical prescribers) which would immediately remove this risk.

However, we have tested this scenario and found that in some practices this would have a major impact on
the way of working, such that the practice may not be able to cope with the workload changes. In these
circumstances the practice should risk assess both the impact of removing the “independent prescriber”
permission from the affected staff members’ smartcard and the risk of granting the permission.

Appendix 1 contains a template risk assessment form covering considerations that will need to be reviewed
as part of the risk assessment process in relation to smartcard permissions for non-prescribing individuals.

If practices do decide to grant the permission to key members of practice staff then these decisions should
be justified and reasons recorded for audit purposes. Practices should contact the ICB smartcard support
team to notify them of the decisions made so that smartcards can be updated accordingly. The practice
should also ensure that there is appropriate supervision and monitoring where non-prescribers have
prescriber permissions. The decision to act outside recommendations will be for the practice partners to
make, and they will retain responsibility for such decisions.

First published February 2017, updated February 2020, and August 2022 1
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Reducing the potential for misuse of the practice clinical system

e Remind all staff of the support available to them if they are in difficulty, for example struggling with
problems such as addiction

e Always refer members of staff who ask for prescriptions to their own GP

e Periodically check that no members of the practice’s own staff are registered with the practice without
the knowledge of the partners

e If members of the practice’s own staff are intentionally registered with the practice, periodically check
who prints the prescriptions, who signs them, and that the prescribing gives no cause for concern

e Regularly review clinical system user accounts and disable accounts that are no longer required. Remove
any inappropriate permissions to generate prescriptions

e Disable locum log-ons that are not being used, and lock away locum smartcards
e Set up smartcards for new members of staff as a priority to minimise the use of locum smartcards
e Identify unusual activity such as staff logging in to the system out of hours to issue prescriptions

e Insist on appropriate references when employing new members of staff; when employing senior staff
who have been employed by medical practices before, references should be obtained from GP partners
of previous practices.

e If you are a dispensing practice, regularly audit and reconcile stocks - not only of schedule 2 controlled
drugs but of all controlled drugs — weak opioids such as codeine, benzodiazepines, and morphine sulfate
oral solution are widely misused and diverted. Do the amounts you are obtaining from suppliers
correspond with what is being supplied to patients?

Additional information about prescriber registrations and generating prescriptions

e Please note that only qualified prescribers who are currently on the practice prescribers list, held by NHS
BSA, should be printing prescriptions in their own name. Generally this would be GP partners, salaried
GPs and practice or PCN employed non-medical prescribers (NMPs — nurses, pharmacists,
physiotherapists, and paramedics for example). In West Dorset this may also include a Diabetes Nurse
Specialist prescriber.

e Practice employed nurse practitioners initiating prescriptions for GPs to sign, should be made aware of
the NMC guidance in relation to medicines management, and professional responsibilities. If they
frequently undertake this practice, they should be considered for non-medical prescribing training.

e If new arrangements are being made with Dorset HealthCare to support integrated nursing teams it is
essential that the ICB medicines team are informed so that the NHS BSA database can be updated
otherwise prescriptions will be returned to the ICB and financial errors created, resulting in end of year
recharges.

Contact details

e If you have any concerns about a member of your staff in relation the information in this document,
please e-mail england.southwestcontrolleddrugs@nhs.net.

e If you have any questions about smart card permissions please contact the smart card help desk via
smartcard.support@nhsdorset.nhs.uk

e If you have any questions about registering GPs and non-medical prescribers with the NHS BSA then
email medicine.question@nhsdoret.nhs.uk.

First published February 2017, updated February 2020, and August 2022 2
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Appendix 1: Risk Assessment for removing independent prescriber rights from smartcards

Date of completion Completion by

Consequences if independent L Decision to grant permission or
Practice risk assessment

Staff Member o . . .
prescribing permission was removed remove

Receptionists and front desk staff

Practice employed administrative
staff involved in repeat
prescription processes

Practice employed administrative
staff adding new medicines to
records, e.g. following hospital
discharge

Practice employed administration
staff with no involvement in
medication records

First published February 2017, updated February 2020, and August 2022







Staff Member

Consequences if independent
prescribing permission was removed

Practice risk assessment

Decision to grant permission or
remove

Practice employed nurse
practitioners initiating
prescriptions for GPs to sign

Practice Manager

Dorset healthcare employed
District Nurses initiating
prescriptions for GPs to sign

Dorset Healthcare employed
District Nurse Team — healthcare
assistants NOT RECOMMENDED

Other

First published February 2017, updated February 2020, and August 2022
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Prescribing Settings


Note: Changing the Organisation and User Settings for all staff will enable all prescribers (including locums, salaried GPs and registrars) to send acute and repeat prescriptions electronically.


Note: It is important to follow these steps in order (i.e. 1 through to 4).  If the steps are not completed in the correct order it could cause confusion for some staff, as the wrong name may be printed on a paper script or set as the authoriser for EPS.


1. Prescriber’s Local Settings


2. User Preferences for Prescribers


3. User Preferences for Non Prescribers 


4. Organisation Preferences


1. 
Prescriber’s Local Settings


Note: These setting are required for all authorised prescribers.


Note: DHC Nurses should not use the GP system for prescribing.


· Click Setup on the menu bar


· Select Users & Policy from the list


· Select Staff & Organisation Setup


· Right click on the required staff member and select Amend Staff


· On the Global Settings tab ensure that the professional registration number (e.g. GMC, NMC, GPhC, etc.) is entered and that GP is selected for all doctors


· On the Local Settings tab ensure that:


· PPA ID is entered for all GPs, including salaried, (this may be a spurious code from SBS if the GP is salaried at more than one practice – please contact Medicine Management for further details)


· Using PPA ID is entered for all Locum GPs and Registrars.  


· No PPA ID is entered for non-GP Prescribers employed by the practice


· Click Ok





2. User Preferences for Prescribers


Note: If this is not changed it might result in the Prescriber being unable to sign a script electronically when in a consultation


· With the Prescriber logged in


· Click User on the menu bar


· Select User Preferences from the list


· Double click Prescribing on the tree


· Select Prescription Authorising


· Ensure that Always authorise scripts using the specified prescriber(s) is selected


· Move the name of the prescriber, or for Locum/Registrar GP’s the name of the GP they are Using PPA ID of, to the Selected Prescribers


· Click Ok





3. User Preferences for Non Prescribers


With the Non Prescriber logged in


· Click User on the menu bar


· Select User Preferences from the list


· Double click Prescribing on the tree to expand the list


· Select Prescription Authorising


· Ensure that Use the organisation default method of authorising scripts is selected


· Click Ok





4. Organisation Preferences


Note: This should be the last option to be amended.


· Click Setup on the menu bar


· Select Users & Policy from the list


· Select Organisation Preferences from the list


· Double click Prescribing on the tree to expand the list


· Select Prescription Authorising


· Ensure that Authorise scripts with the usual GP is selected


· Click Ok


Dorset CCG - IT Training Team 	Page 1 of 1	it.training@dorsetccg.nhs.uk 
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NON MEDICAL PRESCRIBER CHANGE OF CIRCUMSTANCE PROFORMA


			ALL FIELDS MUST BE COMPLETED


A copy of this form should be completed for each employment in a GP practice in the Dorset CCG area. 


If employed in more than one CCG area, please ensure that the relevant NMP contact in both areas is notified. 








			PRIVACY NOTICE


In accordance with the requirements of the Department of Health, the CCG Medicines Management Team currently maintains a secure database of practice employed nurse prescribers, and the information you provide on this form will be held in that database. We may also use the information provided to contact you in the event of a query about a prescribing anomaly. 








			Basic information





			NMC/Professional Body Registration Number   


			





			Title


			





			First Name


			





			Middle Initial(s)


			





			Surname


			








			Profession and qualification





			Profession Type 


			Job Title (please specify)





			 FORMCHECKBOX 
   Nurse    FORMCHECKBOX 
   Other (please specify)


                           

 FORMTEXT 
     


			     

 FORMTEXT 
     





			Qualification





			 FORMCHECKBOX 
   Community Practitioner



 FORMCHECKBOX 
   Nurse Prescriber


			 FORMCHECKBOX 
   Nurse Independent 


			 FORMCHECKBOX 
   Other (please specify) 


     





			Area(s) of clinical responsibility/expertise





			 FORMCHECKBOX 
   COPD



 FORMCHECKBOX 
   Asthma



 FORMCHECKBOX 
   Contraception


			 FORMCHECKBOX 
   Musculoskeletal



 FORMCHECKBOX 
   Paediatrics



 FORMCHECKBOX 
   Minor ailments


			 FORMCHECKBOX 
   Diabetes 



 FORMCHECKBOX 
   Cardiovascular


 FORMCHECKBOX 
   Polypharmacy


			 FORMCHECKBOX 
   Frailty


 FORMCHECKBOX 
   Other (please specify)      





			Contact details 





			





			Email Address:


			     

 FORMTEXT 
     


			Telephone Number:


			     

 FORMTEXT 
     








			Change of circumstance





			New prescriber to practice


			 FORMCHECKBOX 



			Please specify the name of the practice      

 FORMTEXT 
     


J-code (if known)      

 FORMTEXT 
     


			Date of starting



     

 FORMTEXT 
     


			Employer


 FORMCHECKBOX 
   GP practice 



 FORMCHECKBOX 
   Dorset HealthCare*



 FORMCHECKBOX 
   Other (please specify)*


     


*see below regarding indemnity and governance





			Prescriber moving between practices in Dorset


			 FORMCHECKBOX 



			Old practice          

 FORMTEXT 
     


New practice        

 FORMTEXT 
     


			Date of stopping at old practice



     

 FORMTEXT 
     


Date of starting at new practice



     

 FORMTEXT 
     


			Please confirm that any hand-held prescriptions will be destroyed and that access to clinical system will be removed at the old practice  FORMCHECKBOX 






			Prescriber leaving practice/area


			 FORMCHECKBOX 



			Please specify the name of the practice      

 FORMTEXT 
     


J-code (if known)      

 FORMTEXT 
     


			Date of leaving



     

 FORMTEXT 
     


			Please confirm that any hand-held prescriptions will be destroyed and that access to clinical system will be removed at the old practice  FORMCHECKBOX 






			Other change (e.g. change of name)


			 FORMCHECKBOX 
 


			Describe change



     

 FORMTEXT 
     


			Date of change



     

 FORMTEXT 
     


			








			Please include any additional information in this box, for example, additional roles/employment locally (including SWAST/OOH)


     

 FORMTEXT 
     











			*INDEMNITY AND GOVERNANCE ARRANGEMENTS


Please ensure that appropriate indemnity and governance arrangements are in place to cover prescribing as part of your role. Where you are working as part of an integrated service and based in/prescribing on behalf in a GP practice, the NMP lead at your employing organisation will need to sign this form to confirm that appropriate arrangements are in place. 








			Newsletter subscription





			Please check this box if you would like to sign up to receive a monthly newsletter with prescribing and safety updates, and receive other information that would be relevant to your role (for example flyer for annual NMP conference). 


			 FORMCHECKBOX 






			Please note that you may unsubscribe at any time, simply let us know via medicine.question@dorsetccg.nhs.uk 








			Authorisation





			


			Name 



(please PRINT)


			Signature



(electronic signatures are acceptable)


			Reason signature is required





			Non-medical prescriber  


			     

 FORMTEXT 
     


			     

 FORMTEXT 
     


			Signature to confirm NMC and contact details provided are correct/up to date





			GP Practice manager


			     

 FORMTEXT 
     


			     

 FORMTEXT 
     


			Signature to confirm that prescriber named on this form will be based in the practice and will be authorised to have access to the practice clinical system to generate prescription forms. 





			For NMPs not employed directly by the practice



Non-medical prescribing lead at NMP’s employing organisation 


			     

 FORMTEXT 
     


			     


			Signature to confirm that the prescriber named on this form will be working as part of an integrated service, and that there are indemnity and governance arrangements in place. 



Please supply contact details in case we need to get in touch/ask for more details.





			


			Telephone number:



     

 FORMTEXT 
     


Email:



     

 FORMTEXT 
     


			








			Please email this form to the Medicines Management Team at Dorset CCG using the following email address: medicine.question@dorsetccg.nhs.uk 


Please note that on receipt of this form the CCG will check your registration with the relevant professional body before making the requested changes and/or permitting use of prescription pads within the CCG.








			FOR OFFICE USE ONLY





			NMC registration confirmed (sign & date)


			





			Statement of Entry Date for NMP Qualification


			





			Expiry date of registration (as on NMC)


			





			Prescriber registered with NHS BSA (sign & date)


			





			Prescriber notified


			








V5, September 2018
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